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PYKOBOACTBO O TOM, KAK HE CTATb YXEPTBOU MOLUEHHUKOB

NHPopMaLuma NOMOXKET BaM pacno3HaTb MOLUEHHUYECKUNE CXeMbl, 3alLUTUTb
cebq, a TaKKe obecneynTb 6€30MacHOCTb CBOMUX cpeacTs.

Mo paHHbIM CBepbaHkKa, yepb ot TenedpoHHOro MolueHHmn4YecTBa B 2024 roay
npeBbicun 295 MmunnmapaoB pybnen. 3Has MeTogbl MOLLEeHHUKOB, Bbl CMO)XXETe
3AUHUTUTb cebs1 U CBOUX 61U3KUX!

1.OCHOBHbIE BUObl MOLLEHHUYECTBA
1.1. CXEMbI TEJIEQOHHOIO MOLLUEHHUYECTBA:

«BaHK 3BOHUT»: MOLLUEHHUKN MPeaCcTaBNAKTCA COTPYAHUKaAMU BaHKa 1 nog rnpeasiorom
3alMTbl BallMX CPeACTB NpocAT Ha3BaTb CVV-Kopg (Tpu Lrppbl HO 06paTHOM CTOPOHE
KQpThl), NApOnb U3 CMC-COOBLLEHUA UK OaHHbIe ANA BXO4a B OHNaWH-6aHK.
3anomMmHuUTe: HacTosuWwne COTpYAHNUKN 6GHKG HMKOrga He 3anpalwnBaroT

Takyto nHpopmayuro!

«PopacTBeHHUK B 6efie»: BaM 3BOHAT M COOBLLAIOT, 4TO Ball 61U3KUM

(cblH, Aoub, BHYK) nonan B AT, 3agepyaH Nnonuumuen 1 T.0., U CPOYHO

HY>XHbl AeHbIrM. MOLWEHHUKWM OaBAT Ha 3MOLLMM, MpUCHINAtoT danbluvBble
OOKYMEHTbI (MOCTAHOBIEHWI O BO36Y)KAESHMI AE/1Q,MPOTOKO/I0B 4OMNPOCA U T.4.).
HemegneHHo nosoxmure TPY6KY v CBSXUTECH C POLACTBEHHUKOM HANpsMyIio.

«Bbl BbIMrpanu npms!i»: BaM coobLialoT o BbIUrpbille LEeHHOro Npusa (aBToMo6u1/1b,
KBAPTUPQ, KPYNHAS CyMMa geHer), HoO ANa ero nonyv4eHusa Heobxogmmo

onnaTtuTb "QoCcTaBKy", "CTpaxoBKy" UMK KaKon-NnnMbo Apyrom B3HOC.

C BepoaTHocTbiO 100% ¢ BamMu cBA3a/IUCb MOLUEHHUKMH,

He o6LWanTecb C HUMM U NMONOXKUTE TPYOKY.
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«3BOHOK U3 NONUKIUHUKU\GONbHULI»: 04 BUOOM COTPYAHMKA perucTpatypbl Un
MeOMLMHCKOro paboTHUKa BaM MOTyT MO3BOHMTDb U, CCbI/IAafACh Ha 3aMuchb Ha NpUeM,
MonpocuTb cCOoBbLMTb HOMEpP cTpaxoBoro nonuca unmu CHUNC. C noMoLwbio HoMepa
Bawero CHWJIC 310yMbIlLUN@HHUKW MOTYT MOJIYYHUTb AOCTYN K BALUeMy AKKAYHTY
B cucreme «lFocycnyrmn».

«3BOHOK M3 NONMMLMUMU»: MOLLEHHUKW MPeacTaBnalTca COTPYOHUKAMMU
NpaBoOOXpaHUTENbHbIX OPraHoOB - CTapLlUMMM CiegoBaTenaiMn, onepynoiHOMoOYeHHbIMU
nnwn posHaBaTenaMu. OHU YTBEPXKAAIOT, YTO B OTHOLLEHMM Bac NPOBOAUTCH NMpoBepKa
UM BO36Y»XKOEHO YroNoBHOE A0 U3-3a AKO6bl Mog03pPUTENbHbIX MEePeBOOOB C Balle
KapTbl Ha 3apybe)kHbie cyeTa. 119 ybeauTeNnbHOCTU OHM MOTYT Ha3BaTb KOHKPETHbIN
PaMOHHbIN OTAEN MNONMULMK, OTKYAA AKOBbI 3BOHAT. HECMOTPA Ha CEPbE3HOCTb 3aABNIEHUN,
3N0YMbILUIEHHUKM MpeanaraT «yperympoBaTb BOMPOC» AUCTaHLMOHHO, Tpebys
nepeBofa OeHEer, WU NpeaocTaBneHus KoHPuaeHUanbHon nHGopMaLmn.

lMoMHuUTE: HacTosILMNE COTPYAHNKH NMOSTNLMN HUKOrAA He PeLlarT nogobHble
BOMpochkl Mo reniepoHy u He TPeBYIOT JEHET.

«lMpepcraBuTe/Ib COTOBOro oneparopa»: MoLWeHHUKHU
3BOHAT, MPeAcTaBNAsCb COTPYAHMKaMM BalLlero COToBOro
onepartopa, 1 coobLaT 06 OKOHYaAHUKU CpOKa AencTBUA
[oroBopa Ha npefocTtaBneHue ycnyr ceasn. OHU NbiTatoTcs
ybeauTb Bac coobLumTb Ko M3 cMc-coobLleHns, -
AKoBbl ANa Toro, 4To6bl NPOANUTL OeNCTBUE "
JOroeopa, HO Ha caMoM ferne XoTAT NoNYyYUTb

AOCTYMN K BaweMmMy MM4HOMY KBSVIHETy B CCTeMe
«[oOCyCnyrm» WUnu nNNaTeXXHblM cUCTEMaM.

Mono)nte TPYy6KY N CBSIXKUTECH C COTOBbIM
oneparopomM rno opuumarbHoMy HoMepy TenedoHa.
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«Moaxkmo4yeHne pomMmodoHa»: [on BUAOM NpeacTaBuUTenen ynpaensowen KoMnaHum
UM YCTaHOBLLUMKOB AOMOPOHOB MOLLIEHHUKWM CBA3bIBAKOTCH C COBCTBEHHUKaMM KBapTUp
M NPOCAT Ha3BaTb KO U3 CMC-COOBLLEHMSA, KOTOPbIA SKOBbl HY)KEeH ONF NOoAK/IIUYeHUs
KBapTUpbl K goModOoHY. Ha caMoM gene Kog 06bl4HO MPUXOAUT OT CUCTEMBI «[oCyCnyrin»,
B KOTOPYIO 3/10yMbILUMTEHHUKU NbITAlOTCA NOMNacTb. lTosioxuTe TRY6KY M CBAXUTECH

c npegcrasurenem YK nnm ycraHoBLUMKOM BaLiero goMogoHa rno opnymanbHomy
HOMepY, YTOYHUTE y cocene, 3BOHUIN JIN UM.

HUKOrgA HUKOMY HE COOBLUAUTE KOAbl
M3 CMC-COOBLUEHUN U OPYTYIO NEPCOHAJIbHYIO
MHDOOPMALUIO. ECJZIU KTO-TO HAYUHAET 3AMNPALUUBATD
3TY UHOOPMALIUIO, HEMEOJIEHHO NPEPbIBAUTE PA3IrOBOP.

NMPU3HAKW OBEMAHA INO TEJIEDOOHY:

® Bac TOpONSAT, Ucnonb3yioT ¢ppasbl "CpoyHo!"”, "MHave 3ab6/10kupyemMm kapty!”,
"Bpemsi orpaHmnyeHo",

® He patoT BaM MonoXuTb TPy6BKY, 4aBAT Ha Bac, Nnepe3BaHMBaloT C PasHbIX HOMEPOB,

® [pocAT NepeBecTy AeHbIM HAa HEU3BECTHbIN (6e30MacHbIV) CHeT Unu coobLmMTb
KOHdUOeHUMaNbHYO MHPOpPMaUMIO (Maposin, Kogbl).

® OrckaHupyire QR-Koabl, U NOCMOTPUTE porink BaHka Poccumn ¢ TUNUYHbIMU
cxeMamMu MOLUEHHWNKOB ccbl/ika Ha ponuk LB P®:
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1.2. UHTEPHET-MOLUEHHUYECTBO:

denkosbie canTbl 6aHKoB, Nocycnyr (pUIKMHI): MOoLWEeHHUKU co3[aloT NnogaenbHble
CaWlTbl U NPUNOXEHMUSA, KOTOPbIE BU3YallbHO O4e€Hb MNOXOXXW Ha HacTosALMe. TakuM o6pasom
MOLLEHHMKW NbITAOTCA BbIMAaHUTb BaluK NOrMHbI, NAPOnuv KU gpyryto KoHOUAeHUNaNnbHYyK©O
MH}OopMaLUIO, KOTOPYIO Bbl BBOAUTE MPU BXOAE B NTMYHbIE KABUHETbI MPUNOXKEHUI
M canToB. He cKauMBanTe NPUNOXKEHUS C HENPOBEPEHHbIX PecypcoB.

NMoanenbHbie MHTEPHET-MarasuMHbl: ToBap Ha cante npeancraeneH, ueHa
npuBneKarenbHas, HO Nocse ornJsiartbl Bbl HUYEro He nony4yaerte. MarasmH ncyesaer,
a CBA3aTbCH C HAM HEBO3MOXHO. Cosepmaﬁ‘re MOKYNKMA B MHTEPHEeTe TO/IbKO Ha
NMPoOBEePEeHHbIX cCauTax u B nMpoBepeHHbIX MHTepPpHeT-MaraamHax

O6pauleHue oT NULUa PYKoBoOACTBa: Yepes MecCceH)Kep C BaMU CBA3bIBaeTCHA AKOObLI
Ball pyKoBOAMUTENb (HAYA/IbHUK, ANPEKTOP, PEKTop 1 T.4.). B npodune MoWEeHHMKA,
KaK nNpaBwuo, ucnonbsyetcs opuymanbHoe poto n ®NO, 4Tobbl Bbi3BaTb 4OBEPUE.
Bac npepynpexnaioT O NpeacTosLen NpoBepKe CO CTOPOHbI MPOKYpaTypPbl, HANTIOroBOM
WUNn OPYrrx KOHTPOMPYIOLLWX OpraHoB. [Janee cooblaeTcs, YTO C BaMU CBSHKETCS
COTPYLHUK 3TOM CNy»X6bl 4TOObI 3a4aTh «Ba)KHblE BOMPOCHI».
Mocne 3Toro 06bI4HO CrefyeT 3BOHOK, B KOTOPOM
MOLLUEHHUKW, BbigaBasa cebs 3a

npeacraBuTene CUNOBbIX NN

KOHTPO/IbHbIX CTPYKTYP, NbiTaloTCA | —
BbIMaHWUTb KOHOMAOEHLUMANTbHYIO
nHbpopMaL MO U OEeHbIN. —
BnokupyuTe xeH4YanbHUKa

M He OTBEYaMUTE Ha HE3HAKOMbIe

HoMepa.
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O6MaH Ha Avito/IOne (u apyrux nnowagKkax o6basneHmnin): O6bl4HO ero NCnosb3yloT
NPV NOKYMKe Kakom-TO BeLM C PYK. 3M0YMbILLUNEHHUK HaxoauT Ha 3TUX nnatdopmax
06bABMEHNSA O NPOJAXKE KAaKOM-TO BeLLM, M obpallaeTcs K NpogaBLy No 3ToOMy BOMpocy.
YT1o6bl MOCMOTPETHL BELLb, 3/TOYMbILLNEHHUK MPOCUT CO3BOHMUTbLCS MO BUOEOCBA3U, HO

BO BpeMd 3BOHKa Y Hero aKobbl Clly4aloTCs KakmMe-To TeXHUYeCcKne Henonagku. Ytobol
0B60MNTU UX, OH MPOCUT cobeceHUKa BKNIOYUTb AEMOHCTPALUIO 3KpaHa. B 3To BpeMd
MOLWEeHHWK MOXeT, Harnpmmep, NnblTaTbCH 3aMTK B Ball MHTepHET-GaHK U aKKayHT

B cUCTeMe «[OCyCryrm», Mo3ToMy BaM Ha TenedoH NnpuaéTt cMc-coobLLeHUe C KOOOM

A6 BXOLa UMK CMeHbI Mapons, KOTOPbIM 3NM0YyMbILLUNEHHUK XOoUeT YBUOETb M UCMONb30BaThb.
He BKNioYaTe AEeMOHCTPALMIO 3KPaHa B pa3roBopax ¢ He3HaKOMbIMM NIOAbMM.

NMPUSHAKU OBMAHA B UHTEPHETE: 5
® Appec canta 6e3 HTTPS (3awmieHHoro 4 ,‘

MpPoOTOKO/1Q).

® KoHTakTHas MHopMaLuMs TONMbKO Yepes
MecceHaXepbl (Telegram, WhatsApp),
oTtcyTcTBMe TenedoHa n pusnyeckoro agpeca.

® CN1LWKOM BbIrofHana LieHa, KoTopasd
3HaYUTENTbHO HMXKE PbIHOYHOW (Harnpumep,
"iPhone 3a 5000 py6.").

1.3. YITPO3bl XXU3HU N 3J0POBbIO

MoLeHHWKN 3anyr1mBatoT XepTB yrpo3amMun pacrpaBsbl, MPUCHINAOT JIYHbIe AaHHbIE,
doTo JomMa unu paboTbl, CO30aT AUNPENKM C «3axBavyeHHbIMU» POACTBEHHUKaMM
(Hanpumep, n3 3oHbI CBO). Llenb — AaBneHue U BbIMOraTesibCTBO.

I'pynnbl pyUcKa: NeHCUoHepbl, CEMbW BOEHHbIX, HECOBepLWEeHHONeTHUe. MHorpa
HepTB 3aCTaBndioT yﬁTVI Mn3 gomMa 1 060pBaTb CBH3b C POOHbBIMMU, 4yTOObI CO30aTh
[OMONTHUTENbHbIM pbivar gaBleHus.

BaHO NOMHMTb, YTO 3TO 6ned — Yalle BCero 3/10yMblLUNIEHHUKN OENCTBYIOT
MU3-3a rPaHULLbl U HE MOTYT NPUYUHUTDL PeanbHOro Bpeaa CBOMM XXepTBaM.
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2.KAK BALLIUTUTbCAH?
2.1. BALLHNTA OT TEJIEQQOHHbIX MOLUEHHUKOB:

Mpasuno 1: HMKorga He HasbiBanTe
KoAbl U3 CMC-COOBLLEHMI, NAaPONU U OPYTYIO
KoHbUMaeHUManbHyo nHbopmMaumio no tenedoHy.

MpaBuno 2: Nepe3BaHWUBaAWTE TOMNbO

Ha oduLManbHble HoMepa 6aHKOB, yKa3aHHble
Ha Bawen Kaprte nnm opnumanbHOM camTe.

MpaBuno 3: YcraHoOBUTE NPUNIOXKEHME

onga GHOKMpOBKH cnamMm-HOMepoB. HanpumMep
or AHgeKc

NMpaeuno 4: Mo BO3ZMOXHOCTU He OTBEYauTe
Ha 3BOHKW C HE3HaKOMbIX HOMEPOB.

2.2. UHTEPHET-BE3OIMNACHOCTb:
Mpaeuno 1: He nepexoguTe No Nofo03pUTENbHbIM CCbINIKaM, 0CO6eHHO NOSTyYeHHbIM
OT HE3HAKOMBbIX JTloAel UK B CraM-pacchifnKax.

MpaBuno 2: BknounTte OBYyXHDaKTOPHYIO ayTEHTUDUKALMIO Ha BCeX BaXXHbIX aKKayHTax
(6aHKU, coLceTH, MoyTa). 3To obecrneymnT AONOSIHUTENbHbBIN YPOBEHb 3aLlLUUTDI.

Mpaeuno 3: [loKynanTe ToBapbl TONbKO Ha NPOBEPEHHbIX MoLwaaKax Uy HageHbIX
npopaeuoB. Ob6pallanTe BHUMaHME Ha OT3bIBbl U PEUTUHT Npogasua. OTcyTcTBMe
OT3bIBOB — 3TO MOJO3PUTE/NbHbIN MAPKeP.
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4 LLATA, ECJTU BAM 3BOHAT HESHAKOMLI b
U HAHUHAIOT HA BAC JABUTb UYHTO-TO TPEBOBATD

He naHukyuTte: CoxpaHanTe CNOKOUCTBUE, OaXKe
eCcniy Bac NbITatoTcsd 3anyraTb. YTobbl cnpaBuTbhCA
CO CTpaxoM rnpepcrasbTe, HTO MOLWEHHWK TOBOPUT
CMELIHbIM roJIOCOM UM CUAUT Ha TOM KOHLE

nposoaa 6e3 ogexabl. _\

MonoxwuTte TPy6Ky: He npogomkanTe pasroBop
C MOLUEHHUKaMU, He BonTeCh NONMOXUTb TPYOKY,
HWKTO Bac 3a 3TO HE HaKaXKeT.

it

-

MepessoHUTe B BaHK: Yb6eguTtech, UTo BCe B NopaaKe
C BalUMM HAHKOBCKUM CHETOM, UCMONb3ysa oduLManbHbIN
HoMep 6aHKa, a nydlle NnpuanTe B oTAeneHue NUYHo.

NMpoBepbTe onepauMmu B npunoXeHun: Ecnu Bbl Bce xe
COOB WU KaKyo-TO MHOPMaLUMIO, MPOBEPLTE NCTOPUIO
onepauuit B MO6MUbHOM NPUNOXeHUK BaHKa U coobLmTe
o npobneme B 6aHK No oduULMaNIbHOMY HOMEPY.




HALL ).
SKATEPUHEYPT AOM  LovaiHocTs

4YTO OENATD, ECJTM BAC OBMAHYJIN?
CPOYHbIE AEUCTBUS:

HemeaneHHO No3BOHUTE B 6aHK U 3a6NOKUPYUTE KapTy,
4yTOObI NPEeoTBPaTUTL AalibHeNLWee crMcaHue cpencTs.

OTcKaHupynTe QR-Kopn,
£ 4TOBbI Y3HaTb, KaK BbICTPO
3ab6n10KMpoOBaTb KapTy

CoobuwimTe B 6aHK O MOLUEHHUYECKOM onepauum.
B HEKOTOPbIX cny4vaax 6aHK MOYXeT BePHYTb YKPaAeHHble
DEeHbrn (Mpoueaypa 4Yapax6:3k).

NMopainTe 3aaBNeHUE B NMNONMULMIO. DTO MOXHO cAenaTb OHMNanH.
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MaBHoe npaBuno: He cnewuTe! MoWeHHUKN UrpaloT Ha Balwnx
aMoUURAX (CTpax, XagHOCTb, AoBepue). Bcerpga nposepamTe
MHPopMaLULo, MPEeXae YeM COBEPLLATb Kakne-nnbo gemncrtems.

OtckaHupynte QR-Kkog,
YTO6bI MPOBEPUTHL CBOK MPAMOTHOCTb
B BOMPOCAX MOLUEHHUYECTBA

TEJIEPOHDbI NOAOEPYKW:

(naBHOe ynpasneHne MMHUCTEPCTBA BHYTPEHHUX
nen Poccum no CeepanoBckoit obnactn — (343) 358-71-61,
(343) 358-70-71 (tenegoH gosepus)

YnpaBneHune MepepanbHOM Cny>XoObl
6e3onacHocTu Poccum no CBepa/ioBCKOM obnactum
(343) 371-37-51 (TenepoH gosepus)

CAUTDI:

LB P® — cnncoK HeneranbHbIX KOMMaHUMA




